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CyberFOX AutoElevate

What is CyberFOX AutoElevate and what does it do on your
machine?

CyberFox AutoElevate is a cybersecurity solution that secures, manages and monitors
accounts with high-level access to important systems and information. The system
requests approval from Forth Tech when specific actions are made to prevent
unapproved access from threat actors. It is designed to be very low impact and should
not disrupt your workflow.

Forth Tech will be running the software in “audit mode” for a week or two to identify what
programs are used on each computer and what security privileges are necessary for your
applications to run properly. Once the audit is complete and AutoElevate has been
activated, some pop-ups may start to appear on your computer. This is expected and
means that the software is operating correctly.

This guide outlines what to expect from AutoElevate when it's running on your
computer.

Request

When you download or run a new application on

Know T Al
your computer that has not been pre-approved, a We've noticed that you are trying to run:
pop-up will appear, asking if you'd like to seek @ cosiecivome

approval to use the application from Forth Tech. S
Description:  Google Chrome

Enter the reason for your request in the
explanation box and click “Yes” if you would like to
proceed.

Is this correct?

Please explain what you are trying to do (Optional)
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Real-Time Approval Countdown

Once you have submitted your request, another
message will appear with a clock to show that your
request is waiting to be approved in real-time. ) Google Chrome

Please stand by for a few moments while we get approval
from your administrator.

0:58

Wait Time

If Forth Tech is unable to approve or deny your
request within 5 minutes, you will be notified of
their decision once they've had a chance to process P

It' Sorry for the wait! Real-Time approval is taking longer than expected.
A notification has been sent. You'll be notified on how to proceed with the
next steps of your request as soon as our technical team has finished their
evaluation.

Thank you for your patience.
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Approved Request

If Forth Tech grants access, a “Request Approval”
window will pop up. You can then launch the
program by clicking “OK” or choose to launch the
program later by clicking “Later.”

Existing Rule

If Forth Tech has already approved a request in the
CyberFOX AutoElevate system, the username and
password boxes will be filled automatically and the
program will launch.

Request Approved |

Know [T All

Single Request Approved for:

G Google Chrome

File Name:  chrome exe

Description: ~ Google Chrome

Your request was approved in this single instance ONLY.

To fry and launch it now, click ‘OK’. If it doesn't launch, please launch it
again manually.

| OK | | Later

Technician Mode

Hard drive on this computer
Program Files (x6)\Microsoft\Edge

\Application\msedge exe”

Show information about the publisher's certificate

Hide details

To continue, enter an admin user name and password.

‘ DESKTOP-LBO7AIQ\~0000AEAdmin ‘
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Denied Request

If your request is denied, a message will appear to
inform you.

Need help?

For any further assistance, please speak to Forth Tech.

Know ITAll
We've noticed that you are trying to run:

Google Chrome

We’re sorry to inform you that the request for this has been denied by your
administrator.
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